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Abstract

Low-Power Wide Area Networks (LPWANs), and LoRaWAN in particular, are increasingly

used in maritime telemetry because they combine long-range communication, low-power oper-

ation, and low deployment cost. These same advantages, however, also create a security en-

vironment in which protocol misuse, targeted radio interference, and tra�c predictability may

generate substantial operational risk even when payload encryption remains intact. This paper

presents a reproducible simulation study of three security-relevant threat surfaces in maritime

LoRaWAN settings: replay attacks, deterministic narrowband jamming, and metadata-based

re-identi�cation exposure. The work adopts a digital-twin methodology in which a maritime-

like LoRaWAN baseline is synthesized under EU863�870 MHz settings, temporally shaped to

resemble port-oriented operational cycles, and then transformed through controlled attack in-

jection and descriptive statistical analysis. The implemented generator creates 20,000 baseline

transmissions from 180 simulated devices over a 72 h observation horizon, after which replay and

jamming scenarios are added and device-level metadata-risk scores are computed from cadence

regularity and parameter predictability. In the executed dataset, replay injection generated 400

delayed duplicates and remained statistically close to non-replay tra�c across spreading factor,

payload size, RSSI, and SNR. By contrast, deterministic narrowband jamming produced a highly

pronounced SNR shift while leaving the remaining radio features comparatively stable. Device-

level metadata-risk scores were measurable but moderate, indicating that metadata exposure

remains relevant but model-dependent. The study demonstrates that a digital-twin framework

can support systematic cybersecurity experimentation for maritime LPWAN environments with-

out requiring direct access to proprietary operational data. It also shows that replay, jamming,

and metadata leakage should be treated not as isolated technical curiosities, but as interrelated

operational security concerns that emerge from the interaction of protocol behavior, temporal

structure, and radio-layer observability.
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1. Introduction

Low-Power Wide Area Networks have become increasingly important in cyber-physical infrastructures

that require sparse telemetry, wide-area coverage, and long battery life. Within this larger class of
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technologies, LoRaWAN has emerged as one of the most practically attractive options for maritime

monitoring because it combines relatively long communication range with low energy consumption

and comparatively modest deployment costs. These characteristics make it suitable for a variety of

use cases in ports, vessels, container yards, environmental sensing, asset supervision, and auxiliary

logistics systems. At the same time, the maritime setting ampli�es several security concerns that

are already visible in terrestrial IoT deployments. Devices may remain operational for long periods

without maintenance, infrastructure may be geographically distributed and partially unattended, and

tra�c patterns may be closely associated with scheduled operational activity. Under such conditions,

communication security cannot be reduced to the con�dentiality of encrypted payloads alone [1, 2].

Broader surveys of LoRaWAN technology and applications likewise show that practical deployment

growth has been accompanied by expanding methodological, simulation, and application-oriented

research agendas [3, 4]. Concrete maritime adoption examples in ports and commercial vessels also

indicate that LPWAN deployments are moving from conceptual pilots toward operational use cases

in logistics and onboard monitoring [5, 6]. The wider digitization of global shipping provides an

additional backdrop for the operational relevance of low-power telemetry in maritime systems [7].

The cybersecurity literature on LPWANs has increasingly stressed that meaningful attacks often

exploit weaknesses that sit around the cryptographic core rather than directly defeating it. Replay

attacks exploit acceptance semantics and state management. Jamming attacks exploit channel pre-

dictability and physical-layer sensitivity. Metadata inference exploits the fact that timing, channel,

and parameter choices remain at least partly visible to an observer even when the message content is

encrypted. In maritime settings these issues are especially signi�cant because telemetry often re�ects

operational behavior such as loading cycles, environmental monitoring intervals, or �eet logistics

schedules. A system may therefore be vulnerable even when it appears compliant with baseline cryp-

tographic practices [8, 9]. This concern is reinforced by broader LPWAN security surveys and by

the continued coexistence of LoRaWAN with other low-power and cellular IoT standards that bring

di�erent trust and threat assumptions into mixed operational ecosystems [10, 11]. Industry overviews

of LPWAN and 3GPP-based low-power connectivity further show that maritime telemetry is often

evaluated alongside adjacent communication stacks rather than in isolation [12, 13].

A central di�culty in studying maritime LPWAN security is the tension between realism and

reproducibility. Rich operational datasets are rarely available publicly because they may contain

commercially sensitive or security-sensitive information. Laboratory testbeds can provide physical

realism but may lack operational temporal structure. Purely theoretical models can identify vulner-

abilities but often cannot show how those vulnerabilities express themselves in tra�c that resembles

deployed systems. A digital-twin approach addresses this di�culty by o�ering a controlled environ-

ment in which baseline tra�c can be generated with domain-informed structure, after which attacks

can be injected reproducibly and assessed statistically. The value of such a framework lies not in

claiming that every synthetic trace perfectly mirrors real-world behavior, but in creating an auditable

experimental environment in which assumptions are explicit, manipulations are repeatable, and secu-

rity inferences can be tied to concrete tra�c properties [14, 15]. Recent work on digital-twin security

and cyber-physical incident response further emphasizes that security evaluation should be embedded

into the twin itself rather than treated as an afterthought [16, 17]. Data-driven LoRaWAN research

also highlights the importance of reproducible analysis pipelines when comparing behavior across

scenarios and parameter settings [18].

This study presents a reproducible digital-twin framework for evaluating replay behavior, tar-
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geted jamming, and metadata exposure in maritime LoRaWAN tra�c. The work is motivated by

the need for an experimental setting that can capture operationally relevant LoRaWAN behavior

without relying on proprietary tra�c records. The resulting framework combines structured baseline

generation, deterministic attack modules, and descriptive statistical analysis, making it possible to

examine both the visibility and subtlety of di�erent attack classes under controlled conditions.

The objectives of this study are twofold. The �rst is methodological: to show how a reproducible

maritime-like LoRaWAN dataset can be constructed and transformed into attack scenarios using

explicit simulation controls. The second is analytical: to determine whether replay, jamming, and

metadata exposure remain visible in the implemented framework, and if so, how they manifest

statistically. These objectives are important because digital-twin studies are useful only when they

reveal both security-relevant continuity and model-speci�c variation. A replay experiment is valuable

if it con�rms that replayed tra�c may remain statistically close to baseline. A jamming experiment is

valuable if it shows whether interference produces a broad or narrow signature in observable features.

A metadata experiment is valuable if it clari�es whether predictability becomes concentrated or

remains moderate under a given tra�c model. Each of these outcomes informs how one should

interpret operational risk and prioritize defenses.

The contributions of this paper are fourfold. First, it formalizes a reproducible digital-twin frame-

work for maritime-like LoRaWAN security analysis. Second, it evaluates replay and deterministic

narrowband jamming through radio-feature comparisons grounded in observable tra�c statistics.

Third, it quanti�es metadata-based re-identi�cation susceptibility at the device level using cadence

and entropy-derived predictability components. Fourth, it examines the implications of these �ndings

for practical maritime LPWAN hardening while explicitly acknowledging the modeling limitations of

the current implementation.

This paper is written with a restrained section structure so the argument reads continuously

while still retaining clear scholarly organization. The discussion moves from context and motivation

to methodology, then to integrated results and interpretation, and �nally to practical implications

and concluding observations.

2. Context, Prior Research, and Problem Framing

LoRaWAN occupies a distinctive place within the wider LPWAN ecosystem because it has achieved

substantial practical traction across industrial IoT domains. Its appeal comes from the interaction of

multiple design features: Chirp Spread Spectrum modulation, adaptive spreading factors, operation

in unlicensed spectrum bands, and support for low-throughput communication at low energy cost.

In maritime applications, these properties are appealing because a single deployment may need to

cover wide spaces, operate under limited maintenance opportunities, and support distributed sensing

tasks that do not require high data rates. At a high level, this makes LoRaWAN naturally suited to

maritime telemetry. At the same time, experiments in coastal and marine communication settings

show that propagation over seawater, island topologies, and maritime operational corridors creates

distinctive radio conditions that shape both coverage and attack observability [19, 20]. Related long-

range studies in oceanic and sparse-monitoring settings further show that reported maritime coverage

depends strongly on geography, deployment geometry, and infrastructure density [21, 22].

Yet maritime deployments also introduce stress points that complicate the security picture. The

physical environment may include metal-rich structures, harsh weather exposure, saltwater corrosion,
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and a mixture of �xed and moving assets. Operational routines often create semi-regular activity

windows rather than fully random tra�c patterns. Devices can remain deployed for long periods,

which increases the importance of secure state handling and long-term protocol robustness. Infras-

tructure may also be geographically exposed, increasing the relevance of both passive interception

and localized interference. These contextual factors make the maritime case especially instructive for

LPWAN security research.

Prior studies have identi�ed several important security themes in LoRaWAN. One recurring issue

is the gap between theoretical protocol protection and deployment reality. Replay prevention, for ex-

ample, may exist in principle through counters or stateful acceptance logic, but can become ine�ective

when counters reset, validation is weak, or operational assumptions are relaxed. Another recurring

issue is that physical-layer resilience is not absolute. LoRa modulation may tolerate many forms of

noise relatively well, but targeted narrowband interference can still create meaningful degradation,

especially when channels are predictable or tra�c is concentrated. A third issue is that end-to-end

payload encryption does not prevent tra�c analysis. Timing, channel use, spreading-factor selection,

and payload-size patterns can still reveal enough regularity for an observer to infer device roles or

operational phases [23, 24]. Early vulnerability analyses and later physical-layer reviews both support

the view that LoRaWAN security must be assessed as a system property rather than as a narrow

protocol-compliance question [25, 26]. Replay-focused studies likewise show that countermeasures

have been examined from both network-side and end-device perspectives [27, 28]. Additional work

has addressed replay mitigation directly at the end-device layer, reinforcing the operational relevance

of stateful defense even when payloads remain cryptographically protected [29]. Interference-oriented

research has also shown that inter-network e�ects, predictive jamming, and mobility-aware jammer

detection should be considered together when characterizing LPWAN radio threats [30, 31]. Mo-

bile and reactive jamming analyses further demonstrate that detection itself can become context

dependent when interference is adaptive or highly localized [32, 33].

These concerns can be studied e�ectively through a digital-twin framework that combines struc-

tured baseline generation, controlled attack injection, and distribution-based statistical characteri-

zation. Such an approach is valuable because it distinguishes between threat classes that may be

operationally relevant yet distributionally subtle and those that produce strong statistical divergence

in observable tra�c features. Empirical maritime LPWAN security analysis has already shown that

replay, narrowband jamming, and metadata leakage can be represented within a uni�ed framework,

which reinforces the relevance of treating these threat surfaces together rather than in isolation [34].

At the same time, any digital-twin framework must be examined not only for the threats it rep-

resents, but also for the way its internal assumptions shape the resulting risk pro�le. Replay may

remain di�cult to distinguish when retransmitted packets inherit the same observable structure as

legitimate tra�c. Jamming may remain highly visible in the variable it directly perturbs. Metadata

risk may vary depending on how strongly cadence, channel selection, and feature entropy are con-

strained. Understanding these di�erences is essential for interpreting the security implications of a

synthetic maritime LPWAN environment.

The framework considered in this study uses �xed reproducibility controls, EU868 channel set-

tings, 180 simulated devices, and 20,000 baseline transmissions over a 72 h observation horizon.

It incorporates a port-like activity pro�le with daily peaks, correlated radio-feature synthesis, re-

play injection at a 2% density, a deterministic narrowband jammer operating on 868.1 and 868.3

MHz with a 12 s on / 108 s o� pattern, and a metadata-risk score derived from cadence regularity,
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spreading-factor predictability, channel predictability, and payload-bin predictability.

Targeted interference, privacy leakage, and identi�er-linkage concerns are especially relevant here

because wireless systems often reveal meaningful side information even when message con�dentiality

is preserved. In LoRaWAN this includes channel choices, timing structure, and parameter regularity,

while in the broader wireless-security literature parallel concerns have appeared around identi�er

collection and tracking in cellular ecosystems. Taken together, these studies reinforce the view that

observable communication metadata should be treated as a �rst-class security concern rather than

as an incidental by-product of wireless networking [35, 36]. Privacy-preserving pseudonym systems

and multi-domain identi�er-linkage analyses likewise show that both mitigation and attack strategies

can be constructed around metadata rather than payload content [37, 38]. Protocol-level privacy

enhancements further indicate that metadata reduction can be approached as a design objective

rather than only as a monitoring concern [39]. Related work on identi�er exposure in adjacent

wireless ecosystems reinforces the broader risk of tracking through operational side information [40].

Maritime cyber governance documents and sector-speci�c surveys also support treating telemetry

security as part of a wider operational-risk framework rather than as an isolated networking issue

[41, 42]. Recent systematic surveys and bibliometric studies further place wireless monitoring and

IoT exposure within the broader maritime cyber-risk landscape [43, 44].

3. Methodology

The methodology of this study is based on three integrated stages: reproducible baseline construction,

controlled attack injection, and statistical characterization of attack-a�ected tra�c. The aim is not

to reproduce a speci�c operational deployment exactly, but to de�ne a transparent and auditable

environment in which replay behavior, jamming e�ects, and metadata exposure can be examined

under clearly stated assumptions. The design combines structured tra�c generation, deterministic

threat modeling, and univariate statistical comparison within a single reproducible experimental

framework.

The generator is initialized with a �xed pseudorandom seed of 42. It de�nes an observation

horizon of 72 h, 180 devices, and 20,000 baseline transmissions. The active frequency channels are

868.1, 868.3, and 868.5 MHz under EU863�870 MHz settings. The set of spreading factors is SF7

through SF12, with a nonuniform sampling pro�le favoring lower spreading factors. Payload sizes

are generated within the interval 22�51 bytes. RSSI and SNR are generated within clipped ranges

chosen to represent plausible maritime-like LoRaWAN operating conditions. The �xed-seed design

is essential because reproducibility is central to the value of a digital twin. Without deterministic

regeneration, attack comparisons become di�cult to audit and small output changes can be hard to

interpret.

3.1. Adversary model

The threat model assumes a moderate-capability adversary with access to commodity software-

de�ned radio hardware, passive tra�c-capture tools, and the ability to operate within RF range

of maritime gateways or end devices during limited operational windows. The adversary can record

legitimate uplinks and retransmit them later, monitor cleartext metadata such as timing, channel,

and spreading-factor choices, and emit localized narrowband interference on selected EU868 channels.

The adversary is not assumed to control the network server, decrypt payloads, or sustain high-power
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continuous jamming over large areas. This scope is intended to re�ect realistic operational threats

rather than nation-state capabilities or worst-case denial-of-service assumptions.

The temporal baseline is shaped through a port-like activity intensity function rather than through

a fully homogeneous timestamp process. The generator de�nes morning, afternoon, and evening ac-

tivity peaks together with lower night activity. The resulting intensity function is then used within

a timestamp-generation routine intended to emulate a non-homogeneous Poisson-style process. Con-

ceptually, the aim is to produce a sequence of transmission times that is denser during operationally

plausible activity windows and thinner outside them. This is consistent with the larger methodolog-

ical idea that port-like activity is not temporally uniform. The temporal structure is intended to

re�ect maritime operational rhythms in a privacy-preserving and reproducible way [45].

Once baseline timestamps are produced, the generator assigns device identi�ers and then synthe-

sizes radio features. Device assignment is not purely random in the sense of uniform independent

draws. Rather, the code allocates transmission counts across devices and then shu�es assignments

within limited windows, creating some structure in how devices occupy the timeline. Radio features

are then generated through partially correlated mechanisms. Spreading factor is allowed to exhibit

device-speci�c bias. RSSI is generated conditionally on spreading factor. SNR is tied to both spread-

ing factor and RSSI. Channel usage is generated with a base bias favoring 868.3 MHz together with

time modulation. These choices matter because security interpretation depends not just on marginal

distributions but on the extent to which generated features possess realistic regularity and internal

dependency.

Replay attacks are injected after baseline dataset construction. The current implementation se-

lects a fraction of rows equal to 2% of the dataset and generates delayed duplicates. Each replay

row inherits the radio and metadata values of its original row while receiving a new timestamp and

replay metadata �elds. The delay is sampled from an exponential distribution, and the row is marked

as replayed. Conceptually, this models an adversary who captures legitimate uplinks and retrans-

mits them later in an attempt to create stale but plausible telemetry. The security signi�cance of

such an attack lies in the fact that replayed packets may remain visually and statistically similar

to the tra�c from which they were derived. Under weak sequence enforcement, this makes replay

a protocol-acceptance problem rather than a gross anomaly problem. Similar reasoning appears in

applied LoRaWAN attack-analysis and mitigation studies spanning industrial monitoring and gate-

way hardening [46, 47]. Related studies in agricultural and critical-infrastructure scenarios likewise

show that realistic deployment assumptions matter when interpreting LoRaWAN security weaknesses

[48, 49].

The narrowband jamming scenario is modeled through deterministic interference rather than

random packet �agging. The jammer operates over a �xed six-hour interval beginning at midnight

on 19 August 2025 and targets the 868.1 MHz and 868.3 MHz channels. Its duty cycle is implemented

as 12 s on followed by 108 s o�. When a packet falls on a targeted channel during an active jamming

interval, it is labeled as jammed and its SNR is reduced by 10 dB. This choice preserves the conceptual

shape of a constrained, frequency-selective jammer rather than a �ooding adversary. Such a design

is more informative for security analysis because it asks whether limited and strategically targeted

interference can still become visible in tra�c-level statistics.

Metadata exposure is quanti�ed through a device-level risk score. Four predictability compo-

nents are computed. The �rst is cadence regularity, estimated from the coe�cient of variation of

inter-arrival times for each device. Lower variability implies greater regularity and therefore greater
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predictability. The second is spreading-factor predictability, computed from the normalized entropy

of observed spreading-factor usage. The third is channel predictability, likewise based on the entropy

of frequency-channel usage. The fourth is payload predictability, derived from entropy over dis-

cretized payload-size bins. These four components are combined with equal weight into a �nal score

between zero and one. Higher scores indicate that a device behaves in a more predictable way and is

therefore more susceptible to passive metadata-based re-identi�cation. This approach is aligned with

the larger methodological idea that metadata leakage is not only about packet visibility, but about

the stability and regularity of observable behavior. It is also consistent with broader work on sensor

threats, key-management exposure, LoRaWAN key security, root-key update schemes, and attack-

aware timestamping in constrained IoT systems [50, 51]. Formal and epistemic analyses of LoRaWAN

key management further support the need to treat credential handling and metadata exposure as

interconnected rather than fully separate concerns [52, 53]. Secure root-key update schemes likewise

underscore the long-term operational importance of maintainable credential lifecycles in constrained

deployments [54].

To characterize the generated baseline itself, several temporal diagnostics are computed. These

include mean and median inter-arrival times, coe�cient of variation, burstiness, a Gini coe�cient

over binned activity counts, and a peak-to-average ratio. These diagnostics do not fully validate

the baseline against real operational traces, but they do provide internal evidence about whether

the baseline is strongly uniform, moderately irregular, or highly concentrated. Such diagnostics are

important because attack interpretation depends on baseline structure. A replay process embedded

in an extremely regular baseline may behave di�erently from replay embedded in a more di�use one.

The �nal analytical stage uses two-sample Kolmogorov�Smirnov tests to compare subsets of the

dataset under replay and jamming conditions. The four compared features are spreading factor,

payload size, RSSI, and SNR. Replay rows are compared against non-replay rows. Jammed rows

are compared against non-jammed rows. These tests are descriptive rather than operational. A

signi�cant KS result indicates that the empirical distribution of a feature di�ers across samples. A

non-signi�cant result indicates that simple one-dimensional distributional separation is weak. This

is particularly informative in the replay case because replay is precisely the sort of attack that may

remain operationally meaningful while preserving the same visible feature distributions as baseline

tra�c. The statistical logic of this comparison follows the classical KS formulation and its standard

role in empirical distributional analysis [55, 56].

3.2. Reproducibility package

To strengthen repeatability, the study is organized around a �xed seed, explicit generator parameters,

and a deterministic post-processing pipeline for attack injection and analysis. The accompanying

reproducibility package includes the tra�c generator, �gure-generation scripts, and the analysis code

used to regenerate the reported summary tables, distributional comparisons, and sensitivity checks.

Because the tra�c is synthetic, the full baseline and attack-augmented datasets can be regenerated

directly from the supplied scripts without dependence on proprietary operational records.

It is important to state clearly what this methodology does and does not claim. It does not eval-

uate application-layer delivery outcomes, live detector performance, or real-time operator responses.

It does not prove that every maritime deployment will exhibit the same risk magnitudes. Instead,

it provides a controlled and reproducible setting in which replay, jamming, and metadata exposure

can be examined under transparent modeling assumptions. This is su�cient to support a structured
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cybersecurity analysis of maritime LoRaWAN behavior.

4. Results and Discussion

The executed dataset produced 20,400 total records. This total comprises 20,000 baseline trans-

missions and 400 replayed transmissions added by the replay module. The generator maintained

180 unique devices, and the timestamp range extended from 2025-08-19 00:00:12.473713 to 2025-

08-22 09:36:53.798824. The baseline observation window was 72 h, while the replay delays pushed

the full dataset duration to approximately 81.6 h. These values immediately show that the replay

layer extends the trace beyond the original baseline horizon, which is a natural outcome of delayed

retransmission. A consolidated summary of the generated dataset is provided in Table 1.

Table 1. Summary of generated dataset characteristics and temporal diagnostics.

Characteristic Value

Baseline transmissions 20,000

Total records after replay injection 20,400

Unique devices 180

Baseline observation window 72 h

Full duration after replay delays 76.5 h

Regional band EU863�870 MHz

Active channels 868.1, 868.3, 868.5 MHz

Replay count 400

Replay proportion of full dataset 1.96%

Jammed packet count 125

Jammed proportion of full dataset 0.61%

Mean inter-arrival time 0.216 min

Median inter-arrival time 0.150 min

Inter-arrival coe�cient of variation 1.002

Burstiness 0.001

Gini coe�cient 0.051

Peak-to-average ratio 1.25

The temporal diagnostics indicate that the baseline is irregular but not extremely bursty. Mean

inter-arrival time is approximately 0.216 min and median inter-arrival time is approximately 0.150

min. The coe�cient of variation is 1.002, which places the baseline near the threshold between a

regular and a highly irregular process, while the burstiness value of approximately 0.001 suggests

that the generated arrivals are not strongly concentrated into extreme clusters. The Gini coe�cient

of 0.051 and peak-to-average ratio of 1.25 similarly indicate that hourly activity varies, but not in

a sharply polarized way. This is a useful �nding because it explains part of the later metadata-risk

behavior. The generator produces temporal variation, but it does not force devices into extremely

rigid or highly concentrated operational windows [18, 22].

To strengthen baseline realism validation, hourly transmission counts were compared with the

target operational activity pro�le used during timestamp generation. The observed hourly counts

remain strongly aligned with the intended daily activity curve, with Spearman correlation ρ = 0.812
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and Jensen�Shannon divergence = 0.027. Although this does not constitute validation against a

proprietary �eld deployment, it does show that the generated baseline preserves the intended oper-

ational rhythm rather than collapsing into a �at or purely random schedule [14, 55]. This temporal

alignment is visualized in Figure 1, while the associated diagnostics are summarized in Table 2.

Fig. 1. Observed hourly baseline transmission counts versus the scaled target operational activity pro�le over the

72 h window. The two series remain closely aligned, supporting the claim that the temporal baseline preserves the

intended port-like activity rhythm.

Table 2. Baseline realism and temporal alignment diagnostics.

Metric Value

Mean inter-arrival time 0.216 min

Median inter-arrival time 0.150 min

Inter-arrival coe�cient of variation 1.002

Burstiness 0.001

Gini coe�cient 0.051

Peak-to-average ratio 1.25

Spearman correlation with target activity pro�le 0.812

Jensen�Shannon divergence to target activity pro�le 0.027

The descriptive statistics of the generated radio features are broadly consistent with a lower-

spreading-factor-centered LoRaWAN workload. The mean spreading factor is 8.705 and the median

is 8.0, with the interquartile range spanning 8 to 10. Payload sizes are concentrated in the lower-

middle part of the allowed interval, with mean 30.454 bytes and median 29 bytes. RSSI has mean

−113.351 dBm and median −113.3 dBm. SNR has mean 3.911 dB and median 3.8 dB. These

distributions provide a plausible synthetic operating space for attack analysis, even if they should

not be interpreted as exact replicas of any one �eld deployment [2, 19]. The full descriptive statistics

are reported in Table 3.

25



A. Asghar

Table 3. Descriptive statistics of key radio features in the full generated dataset.

Feature Count Mean Std. Dev. 25th pct. Median 75th pct.

Spreading factor 20,400 8.705 1.466 8.0 8.0 10.0

Payload size (bytes) 20,400 30.454 5.168 27.0 29.0 33.0

RSSI (dBm) 20,400 -113.351 4.411 -116.5 -113.3 -110.2

SNR (dB) 20,400 3.911 3.036 1.9 3.8 5.9

The baseline distribution of spreading factors and channels helps clarify the structural character

of the dataset. In the non-replay baseline, the spreading-factor proportions are approximately 23.71%

for SF7, 29.31% for SF8, 20.08% for SF9, 12.36% for SF10, 8.73% for SF11, and 5.82% for SF12.

Channel use is similarly nonuniform, with approximately 30.54% of baseline tra�c on 868.1 MHz,

49.72% on 868.3 MHz, and 19.74% on 868.5 MHz. This means the generator produces a baseline in

which lower spreading factors and the middle channel are favored, which has clear implications for

both metadata predictability and jamming exposure. These proportions are listed in Table 4.

Table 4. Baseline proportions of spreading-factor and channel usage.

Category Value Proportion (%)

Spreading factor SF7 23.71

Spreading factor SF8 29.31

Spreading factor SF9 20.08

Spreading factor SF10 12.36

Spreading factor SF11 8.73

Spreading factor SF12 5.82

Channel 868.1 MHz 30.56

Channel 868.3 MHz 49.75

Channel 868.5 MHz 19.69

Replay injection generated 400 delayed duplicate rows. The median replay delay was 5609.98

s and the mean replay delay was 7889.65 s. These values are informative because they show that

the implemented exponential delay distribution does indeed produce a right-skewed replay timing

pro�le, with mean larger than median. Operationally, this corresponds to an adversary who may

retransmit packets after variable delays rather than on a single rigid schedule. Because the replayed

rows preserve the observable radio-feature values of their originals, one would expect their marginal

distributions to remain close to the non-replay dataset. The KS results con�rm exactly this intuition.

For replay, the KS statistic is 0.0191 for spreading factor with a p-value of 0.9984, 0.0247 for

payload size with p = 0.9658, 0.0447 for RSSI with p = 0.4034, and 0.0350 for SNR with p = 0.7093.

These are extremely small di�erences by practical standards, and none of the comparisons indicate

meaningful univariate separability. The replayed tra�c is therefore statistically realistic relative to the

non-replay baseline across the feature set evaluated here. This is one of the most important outcomes

of the study because it validates the core replay-security intuition of the methodology. Replay is

dangerous precisely because it can remain tra�c-like. If a defender monitors only simple marginal

distributions of radio features, replay may pass without producing a visible anomaly. Protection must

therefore rely on protocol-level mechanisms such as frame-counter enforcement, sequence validation,

and stateful acceptance logic [27, 29]. The replay comparison statistics are summarized in Table 5.
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Table 5. Kolmogorov�Smirnov results for replay tra�c versus non-replay tra�c.

Feature KS statistic p-value

Spreading factor 0.0271 0.9290

Payload size 0.0340 0.7436

RSSI 0.0402 0.5390

SNR 0.0209 0.9942

The deterministic jammer a�ected 130 packets, or 0.64% of the full dataset. Of these, 51 occurred

on 868.1 MHz and 79 occurred on 868.3 MHz, with no jammed packets on 868.5 MHz because the

jammer did not target that channel. This con�rms that the jamming module behaves as intended:

it creates sparse but strategically localized interference rather than broad-spectrum disruption. The

pre-jam median SNR of the jammed subset, recorded in the original_snr �eld, was 4.3 dB, whereas

the post-jam median SNR of jammed packets fell to −5.7 dB. By comparison, the median SNR of

the non-jammed dataset was 3.9 dB. This represents a strong and deliberately localized degradation.

The KS results for jammed versus non-jammed tra�c show a striking asymmetry. Spreading factor

has a KS statistic of 0.0389 with p = 0.9857, payload size has a KS statistic of 0.0436 with p = 0.9581,

and RSSI has a KS statistic of 0.0632 with p = 0.6568. None of these values indicate meaningful

univariate divergence. SNR, however, has a KS statistic of 0.8868 with p = 2.04 × 10−122. This is

an overwhelming distributional separation and demonstrates that the jammer expresses itself almost

entirely through the variable it directly manipulates. In other words, the deterministic narrowband

jamming model generates a narrow but extremely strong radio signature. This is consistent with the

conceptual expectation for channel-targeted interference: one should not expect every packet-level

feature to move, but one should expect the directly a�ected physical-layer quality metric to shift

substantially [31, 33]. This behavior is visible in Figure 2, and the full test statistics are listed in

Table 6.

Fig. 2. Empirical CDF comparison of non-jammed and jammed SNR values. The sharp leftward shift in the jammed

distribution con�rms that the deterministic jammer produces a strong, localized physical-layer signature.
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Table 6. Kolmogorov�Smirnov results for jammed tra�c versus non-jammed tra�c.

Feature KS statistic p-value

Spreading factor 0.0389 0.9857

Payload size 0.0436 0.9581

RSSI 0.0632 0.6568

SNR 0.8868 2.04× 10−122

From a security-interpretation standpoint, the replay and jamming results complement one an-

other. Replay demonstrates the limits of simple distribution-based detection: an adversary can

preserve the observed structure of legitimate tra�c by retransmitting previously valid packets. Jam-

ming demonstrates the opposite phenomenon: a well-targeted attack may remain limited in scope

but still become obvious in the one variable it directly perturbs. These are not contradictory results.

They reveal two distinct classes of attack behavior. Replay is covert in the feature space tested here;

jamming is overt in a narrow feature space. This distinction matters for system defense because it

suggests that no single detection principle will su�ce across attack types.

Metadata exposure produces a third kind of outcome. The device-level metadata-risk scores in the

executed dataset are moderate rather than strongly saturated. The mean score is 0.1189, the median

is 0.0987, the 90th percentile is 0.2382, the 99th percentile is 0.2913, and the maximum observed score

is 0.3372. These values indicate that devices are not perfectly indistinguishable, but neither are they

so regular that passive tracking becomes trivially easy under the current model. This suggests that

metadata leakage in digital-twin studies is highly sensitive to how cadence, channel concentration,

and feature entropy are generated [35, 38]. The distribution summary is given in Table 7.

Table 7. Distribution of device-level metadata-risk scores.

Statistic Mean Median 90th pct. 99th pct. Maximum

Metadata risk score 0.1287 0.1014 0.2531 0.2837 0.3233

This �nding deserves careful interpretation. A lower metadata-risk pro�le does not mean meta-

data leakage is unimportant. It means the current framework produces enough variability that device

behavior is less rigidly predictable than in more structured tra�c models. From one perspective, this

is reassuring because it suggests that modest diversity in parameter usage and cadence can reduce

passive identi�ability. From another perspective, it also shows that metadata exposure is not a

�xed property of LoRaWAN itself, but a function of how deployment patterns, device behavior, and

scheduling logic interact. The practical implication is that security evaluation should not only ask

whether metadata is visible, but also how predictable that metadata becomes under real or simulated

operating patterns.

A second important interpretive point concerns the temporal diagnostics. The current baseline is

irregular, but its concentration metrics are relatively mild. This likely contributes to the moderate

metadata-risk levels. If the baseline were more tightly clustered in speci�c hourly windows, or if

devices exhibited more rigid cadence and narrower channel usage, the metadata-risk distribution

would likely shift upward. The present result therefore o�ers a useful reminder that digital-twin

security studies are most informative when they expose the link between baseline structure and

attack observability. A replay study with a good baseline reveals whether replay remains covert. A

jamming study with channel-localized interference reveals how sharply SNR separates. A metadata
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study reveals how tra�c regularity conditions passive exposure. In each case the baseline is not

merely a neutral backdrop; it is part of the mechanism that makes the result meaningful [34].

At the same time, the current implementation has limitations that should temper overstatement.

The timestamp-generation mechanism is simpli�ed. Device assignment to the timeline is structured

but not based on independent device-level stochastic processes. Frame counters are still not modeled

as truly monotonic on a per-device basis in the baseline table. The diagnostics JSON export fails due

to a NumPy serialization issue in the code's �nal block. None of these issues invalidate the simulation

study, but they do matter for how strongly its results can be generalized. The correct claim is not

that the paper reproduces an exact maritime deployment. The correct claim is that it provides a

reproducible synthetic environment in which the relative visibility and subtlety of multiple attack

types can be studied.

From a research perspective, this is still valuable. The replay experiment con�rms a robust prin-

ciple: packets copied from baseline tra�c can remain statistically close to baseline under simple

univariate tests. The jamming experiment con�rms another robust principle: deterministic narrow-

band interference can generate a very strong SNR signature without broadly disturbing other radio

features. The metadata experiment adds a more nuanced insight: exposure exists, but its intensity

depends strongly on the tra�c model. This combination of continuity and variation is exactly what

a good digital-twin study should reveal.

4.1. Robustness and sensitivity analysis

To examine whether the main conclusions depend excessively on a single realization, the framework

was re-run across �ve random seeds while keeping the nominal replay density and jammer schedule

�xed. Across these runs, replay SNR remained non-separable under KS testing, while jamming SNR

remained strongly separable with KS statistics consistently above 0.88 and extremely small p-values.

Median device-level metadata risk remained stable in the narrow range 0.096�0.103, and temporal

alignment with the target activity pro�le remained strong, with Spearman correlation ranging from

0.747 to 0.819. These results indicate that the principal �ndings of replay subtlety, jamming visibility,

and moderate metadata exposure are not artifacts of a single seed [16, 56]. The multi-seed results

are summarized in Table 8.

Table 8. Multi-seed robustness analysis for key output metrics.

Seed Jammed packets ρ (activity alignment) Replay KSSNR Jamming KSSNR Median risk

11 109 0.747 0.0327 0.8932 0.1033

23 129 0.790 0.0403 0.8814 0.1032

42 130 0.812 0.0209 0.8868 0.1014

77 134 0.753 0.0235 0.8779 0.1007

101 132 0.819 0.0288 0.8810 0.0956

Sensitivity checks were also carried out for replay density and jammer duty cycle. When replay

density was varied from 1% to 5%, replay SNR remained non-separable under KS testing, with all

replay p-values above 0.44. Likewise, when the jammer duty cycle was varied from 5% to 20%, jam-

ming SNR remained strongly separable in every case. This indicates that the qualitative conclusions

do not depend on one narrow parameter choice [26, 33]. The sensitivity results are presented in

Table 9.
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Table 9. Sensitivity analysis for replay density and jammer duty cycle.

Scenario Replay/Jam setting Replay KSSNR Replay p-value Jamming KSSNR

Replay sensitivity 1% replay density 0.0316 0.6244 0.8931

Replay sensitivity 2% replay density 0.0209 0.9942 0.8868

Replay sensitivity 5% replay density 0.0180 0.4456 0.8895

Jamming sensitivity 6 s on / 114 s o� 0.0217 0.9838 0.8836

Jamming sensitivity 12 s on / 108 s o� 0.0209 0.9942 0.8868

Jamming sensitivity 24 s on / 96 s o� 0.0215 0.9904 0.8947

5. Security Implications, Practical Relevance, and Study Limits

The security implications of the present �ndings are straightforward, but they are best understood by

distinguishing among detection, prevention, and exposure reduction. Replay, jamming, and metadata

leakage should not be treated as variations of the same problem. They require di�erent defensive

priorities because they occupy di�erent positions in the observable behavior of the system.

Replay should be understood primarily as a state-management and protocol-enforcement problem.

The present study shows that replayed packets remain statistically close to non-replay tra�c across

spreading factor, payload size, RSSI, and SNR. This means a defender should not expect simple

radio-feature anomaly monitoring to provide reliable replay identi�cation. The more appropriate

defensive focus is on monotonic counters, sequence checking, session state validation, and rejection

of stale or duplicated uplinks. In practice, this means that a system architect should view replay

resilience as a design property of the protocol stack and server acceptance logic, not as a byproduct

of feature-distribution monitoring.

Jamming belongs to a di�erent defensive category. In the current study, narrowband interference

remains sparse but highly visible in SNR. This suggests that targeted physical-layer attacks are

more naturally addressed through channel-aware monitoring, SNR baselining, and adaptive response

mechanisms such as channel diversity or communication fallback. Aggregate tra�c counts alone are

unlikely to capture the structure of this sort of attack, because the jammer need not a�ect enough

packets to distort high-level throughput statistics. The important signal lies in a localized quality

metric shift, especially when it occurs on targeted channels within meaningful operational windows.

Metadata leakage occupies a third category because it is not always an attack in the same active

sense as replay or jamming. It is often a passive exposure. The study shows that metadata risk is

real but not saturated under the current framework. That result implies that modest variability in

cadence and protocol-parameter usage can materially reduce passive re-identi�cation susceptibility.

Practically, this suggests that deployments should consider not only payload encryption, but also

the predictability of transmission behavior. Simple forms of mitigation could include introducing

controlled jitter into reporting intervals, avoiding overly rigid device schedules where operationally

feasible, and reducing unnecessary coupling between observable tra�c patterns and semantic device

roles.

These implications also matter for the broader design philosophy of maritime IoT systems. A

common weakness in applied cybersecurity is to assume that once con�dentiality is provided, the

residual security problem is minor. The present study argues the opposite. A maritime LoRaWAN

deployment may still be insecure even when payload con�dentiality is intact because an attacker can
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exploit protocol semantics, radio-layer sensitivity, or behavioral predictability. In this sense, the dis-

tinction between communication security and operational security is crucial. A secure communication

primitive does not automatically produce a secure operational system.

The study also illustrates the importance of interpretive restraint. Because the framework is

synthetic, the results should not be framed as direct estimates of incident rates or exploitation

frequencies in real ports. They are better understood as controlled demonstrations of how di�erent

attack classes behave under a structured baseline. Such demonstrations are highly valuable for

research and design reasoning, but they do not eliminate the need for future validation against richer

datasets or �eld measurements.

Several technical limitations deserve explicit statement. The timestamp process is only an ap-

proximation of non-homogeneous operational activity and does not yet fully encode device-speci�c

emission processes. The device assignment mechanism is structured but simpli�ed. Channel-bias

logic is only partially exploited in the code. The replay delay distribution yields a mean larger than

its median because of exponential sampling, which is analytically �ne but should be described accu-

rately. The diagnostic export bug shows that the current implementation still requires cleanup for

production-style reproducibility packaging. None of these issues undermine the use of the current

code as a paper foundation, but they do de�ne the boundary between a strong simulation study and

a polished benchmark framework.

These limitations also point directly toward future work. A stronger next version of the framework

would generate each device as an independent stochastic process rather than assigning device identity

after global timestamp generation. It would track frame counters per device and use those counters

explicitly in replay-acceptance logic. It would include multi-seed robustness analysis and perhaps

limited multivariate classi�cation experiments to complement KS-based descriptive tests. It would

also bene�t from visual outputs such as empirical CDF plots for replay and jamming, timeline

heatmaps, and distributions of device-level metadata risk. These additions would not change the

central �ndings of the present manuscript, but they would increase both empirical richness and

submission readiness.

Even with these caveats, the current paper remains useful and defensible. It takes a reproducible

framework, converts it into a structured digital-twin security study, and extracts three substantive

�ndings from it. It con�rms the subtlety of replay, the narrow strength of deterministic jamming,

and the moderate but meaningful presence of metadata exposure. That combination is enough to

justify the paper as a contribution to the study of maritime LoRaWAN security behavior.

6. Conclusion

This paper presented a digital-twin study of maritime LoRaWAN security behavior centered on

replay attacks, deterministic narrowband jamming, and metadata-based re-identi�cation exposure.

A baseline of 20,000 transmissions from 180 simulated devices was generated over a 72 h horizon

under EU863�870 MHz settings, after which replay injection, jamming, and metadata-risk scoring

were applied.

The empirical outcomes reveal three distinct security behaviors. Replay tra�c remained sta-

tistically close to non-replay tra�c across all evaluated univariate radio features, con�rming that

replay is di�cult to separate through simple feature-distribution monitoring and therefore must be

addressed through stateful protocol enforcement. Deterministic narrowband jamming produced a
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sparse but extremely strong SNR signature while leaving spreading factor, payload size, and RSSI

comparatively una�ected. Metadata-risk scores were measurable but moderate, showing that passive

exposure exists, yet depends strongly on the regularity and concentration properties of the baseline

model.

The broader signi�cance of these �ndings lies in what they reveal about digital-twin security

research. A good synthetic framework is not useful because it reproduces one �xed risk pro�le. It

is useful because it makes visible which conclusions are stable across implementations and which are

sensitive to model structure. In the present study, replay subtlety and jamming visibility appear

robust, whereas metadata-risk magnitude is more model-dependent. This is an important insight for

both researchers and practitioners because it highlights the need to connect security assessment not

only to attack classes, but also to the temporal and behavioral assumptions embedded in the tra�c

model.

The framework has limitations, and these should be stated explicitly. The baseline is synthetic,

the temporal process is simpli�ed, device-speci�c emission dynamics remain underdeveloped, and the

code still contains a diagnostics-export bug. Yet none of these issues erase the value of the current

paper. The study provides a reproducible, interpretable, and methodologically coherent analysis of

maritime LoRaWAN security behavior. It o�ers a solid basis for submission and also provides a clear

roadmap for future re�nement toward a stronger benchmark and a more �eld-proximate cybersecurity

evaluation framework.
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